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Abstract

Network Function Virtualization (NFV) along with Service Function Chaining (SFC) associate network
functions with virtual resources to offer end-to-end network services. The goal is to enhance the opera-
tor’s environment with elasticity, agility, and cost-effectiveness, automating the allocation of services while
guaranteeing fulfilment of their specification, i.e., achieving the Network Assurance (NA). We address the
challenges of meeting Quality of Service (QoS) specifications, such as delay and security, in fluctuating
traffic and a multi-tenant SFC infrastructure. First, we model the evolution of the average time delays as
a piecewise affine dynamical system. By exploiting the monotonicity properties of the system dynamics,
we characterise and compute the operating regions where feasible scheduling strategies guaranteeing NA
exist, by calculating the maximal controlled invariant set of the system. We propose a Model Predictive
Control (MPC) framework leading to recursively feasible real-time decision strategies, thus, guaranteeing
NA. We present an extensive comparison with commonly used approaches from the realms of heuristics and
Machine Learning and show our framework outperforms them, guaranteeing at the same time a priori all
specifications.
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1. Introduction

The dawn of 6G and beyond networking era has seen the proliferation of end devices (e.g., wearables, the
Internet of Things - IoT) and resource-hungry applications (e.g., AR/VR, AI), resulting in major transfor-
mations in network architectures. The Edge-Cloud continuum becomes extremely relevant in this setting,
allowing distribution of computational and storage resources, reducing latency and enhancing reliability
towards meeting stringent requirements [1]. On the one hand, this expansion in infrastructure size and
complexity has significantly increased the needs for automation, with the traditional manual configuration
of the network being no longer sustainable. On the other hand, the increased QoS and service reliability re-
quirements necessitate formal performance guarantees: the infrastructure should adjust to any performance
drift that may result to Service Layer Agreement (SLA) violations, and performance degradation must be
promptly detected and addressed [2].



By virtualizing network services and functions, service requests can be carried out by a Service Function
Chain (SFC) composed of a number of Virtualized Network Functions (VNFs), such as Firewalls, Intrusion
detection/prevention systems (IDS/IPS) and Access Control Lists (ACLs) [3][4]. SFCs can share network
functionalities among different users [5]. However, managing concurrent, diverse, and competing service
requests, e.g., in terms of delay constraints and security specifications, is challenging. In this context,
network assurance (NA) refers to the capability of guaranteeing that the QoS and operational constraints of
deployed services remain satisfied throughout runtime operation, despite dynamically changing workloads
and service conditions [6][7][8]. This requires continuously monitoring and controlling the network behavior
in order to detect and mitigate deviations from the desired service performance in real time. Merely solving
the problem of service request-to-SFC assignment only guarantees that the performance is satisfied upon
instantiating the requested service, while the network state can dynamically change throughout its lifetime
leading to performance uncertainty [9]. Therefore, there is a need for methods that combine computational
tractability with formal guarantees for network assurance in realistic SFC deployments.

To tackle these challenges, we propose a new SFC-enabled network assurance model in the form of a
piecewise affine discrete time dynamical system with inputs. In this model, the end-to-end (E2E) delays are
captured explicitly as state variables. Building on [9], which focused on the Intent-Based Networking (IBN)
use case without providing NA guarantees, we extend it to the generic SFC-oriented networking model. In
the context of this work, NA is interpreted as the existence of admissible scheduling strategies that guarantee
confinement of the closed-loop system trajectories within predefined QoS-admissible operating regions for
all admissible workload and service-rate realizations. Specifically, we use Model Predictive Control (MPC)
[10] to formulate the NA problem as a finite optimisation problem which we subsequently solve in real
time. To ensure QoS compliance at all times, we characterise the set of admissible states and corresponding
scheduling strategies that ensure confinement of the trajectories within an appropriately defined constraint
set. The main contributions of this paper can be summarised as follows:

e Dynamic Models for Network Assurance: We consider an SFC-enabled infrastructure handling service
requests with heterogeneous requirements, modeled as flow rates. We provide a new model of the infrastruc-
ture, namely, a positive piecewise affine system. The incoming request and service rates are the exogenous
signals of the system, while the states capture the SFC QoS performance in terms of E2E delays. The control
inputs are the distribution of the request rates to the SFCs. This model defines QoS specifications explicitly
as state and input constraints, together with the profile of the incoming request rates, service rates, and
SEC structure.

e Controlled Invariant Sets characterisation and computation: The obtained model in the general case
is computationally hard to analyse. By identifying monotonicity properties of the system dynamics and
properties of the shape of the related input-dependent constraint set induced by the problem specifications, we
introduce a new method for computing efficiently the maximal controlled invariant set. This set constitutes
the maximal subset of the space of E2E service delays where the closed-loop trajectory can be confined
through suitable, admissible scheduling strategies, thereby guaranteeing NA and persistent QoS satisfaction
under admissible workload and service-rate variations.

o Guaranteed NA: We address the associated scheduling problem using MPC. We pose as optimisation
constraints the trajectory containment in the precomputed controlled invariant sets, and introduce penalty
terms in the optimisation cost that correspond to infrastructure costs. Importantly, we relax the assumptions
on the variability of the workload and service rate profiles. To address scalability, we break down the system
into hierarchically connected subsystems and solve the respective MPC problems in cascading order.

e Comparison with the state-of-the-art (SOTA): The performance is evaluated through extensive simulations
using real data from various representative scenarios against three SoTA works, namely, greedy, semi-
greedy, and Reinforcement Learning (RL)-based. Our framework outperforms the other approaches in
QoS satisfaction, system cost reduction under fluctuating volumes of incoming request rates and constraint
satisfaction.

To the best of our knowledge, this is the first work introducing a control-theoretic framework that enables
formally guaranteed network assurance under realistic system dynamics. We model the dynamic charac-
teristics commonly observed in the Edge-Cloud continuum, taking explicitly into account uncertain and
fluctuating service rates and incoming flows. Through designing and enforcing robust control strategies, our
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approach achieves guarantees on Key Performance Indicators (KPIs), such as service times, and any metrics
modelled as state variables within specified safe sets. As such, our framework can continuously ensure that
network responses meet the required specifications even in the face of unforeseen disturbances. This aligns
with the need for real-time assurance in next generation network service quality (e.g., latency, reliability)
and security [11]. We emphasise that formal guarantees on constraint satisfaction and performance pro-
vide a comparative advantage over conventional alternatives such as scalable learning-based methods. Our
approach compares favorably, partially because these methods do not offer guarantees while they focus on
scalability for scheduling in larger setups. Thus, our motivation is to fill the gap between scalable but
heuristic approaches and the lack of formal approaches that are computationally efficient for a relatively
small, however realistic for NA, number of parameters. The remainder of the paper is structured as follows.
Section 2 highlights the related work. Section 3 presents the system model and the problem statement.
Section 4 outlines the controlled invariant sets characterisation and computation. In Section 5 the control
scheme is presented. The results are demonstrated in Section 6. Finally, Section 7 concludes our work and
provides possible future directions.

2. Related Work

2.1. Network Assurance

Research in NA and real-time control that meets user requirements is gaining attention, e.g., the Zero-
Touch Management (ZTM) in 5G and 6G networks [12]; specifically, automated service assurance is po-
sitioned among the prominent automation capabilities that improve deployment agility, reduce costs, and
ensure reliable network performance without human intervention. ZTM architectures, as defined by the
European Telecommunications Standards Institute (ETSI), enable end-to-end service lifecycle automation
through intent-driven closed-loop control mechanisms that coordinate monitoring, analysis, and actuation
across multiple domains [13]. An effort to standardize network assurance is within the Closed Control Loop
SLS Assurance (COSLA) framework, defined in 3GPP TS 28.535 [14]. COSLA is a management control loop
for NA that consists of monitoring, analytics, decision, and execution. A closed control loop for the com-
munication service is deployed in the preparation phase and takes effect during the operation phase of the
lifecycle management, to adjust the resources used for the network services. Soldani et al. in [15], propose
the extended Berkeley Packet Filter (eBPF) as a practical enabler for cloud-native observability, networking,
and security, particularly suited for 5G and beyond networks. The authors suggest that their framework
is suitable for instrumentation that enables near real-time performance monitoring and assurance. In the
IBN context, a proactive mechanism is presented in [16], where Perepu et al. discussed the application of
multi-agent reinforcement learning (MARL) to achieve intent-based service assurance in cellular networks.
The approach prioritised satisfaction of key performance indicators such as Quality of Experience, based on
availability of resources. However, as shown in the results, this learning-based approach failed to provide
strict formal guarantees for the intents’ requirements. Bridging IBN with ZTM, Khan et al. introduce
machine learning to support proactive orchestration and optimisation of network slicing and resource man-
agement, for example through traffic prediction and adaptive routing strategies [17]. Similarly, Abbas et al.
integrate Al-driven analytics to enable intelligent zero-touch service provisioning and lifecycle management
in heterogeneous environments [18]. While these approaches demonstrate the effectiveness of automation and
optimisation, they primarily focus on performance-driven objectives and lack formal guarantees on system-
level behaviour and assurance. In contrast, our work focuses on incorporating such guarantees within an
automated, intent-driven framework.

2.2. Service Function Chaining Assurance

Typical specifications in SFC-enabled NA are reliability, performance, QoS and security, with works
focusing on continuous monitoring, dynamic resource allocation, and real-time optimization. Xie et al. [19]
focus on machine learning analytics and propose a framework that integrates monitoring and orchestration
tools. The CHain Installation, Monitoring and Adjustment (CHIMA) [20] framework is designed for the
deployment and performance assurance of SFCs. Similar to our approach, this is achieved by rerouting
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traffic flows in case of requirement violations. Security requirements however are not treated. Nouruzi et
al. [21] propose a Deep Reinforcement Learning (DRL)-based framework for online service provisioning
in NFV-enabled networks, setting an optimization problem with constraints on QoS and network resource
limitations. NA is addressed by introducing a penalty in the reward function when QoS requirements are not
met; in this case the request is rejected. However, there are no formal guarantees in place for requirement
satisfaction during the lifetime of the service request. In the same direction, Lei et al. in [22] introduce a
method for deploying QoS-assured multi-tenant SFCs using stochastic prediction models for VNF latency.
This approach predicts the latency distribution using random-forest regression in order to minimise end-to-
end latency and bandwidth consumption, however without considering security requirements or performance
after the requests are deployed.

2.8. Piecewise Affine Modeling & MPC Applications

Recent advances in hybrid and switched-system control have also explored computationally efficient
and less conservative optimization frameworks for complex dynamical systems. For instance, You et al.
have proposed switching-type MPC schemes for Takagi—Sugeno fuzzy systems to improve controller flexi-
bility and reduce conservatism by dynamically adapting the control strategy according to changes in the
system dynamics [23]. In parallel, recent work on networked dynamical systems by Gao et al. has investi-
gated computationally efficient control formulations that avoid the complexity growth associated with lifted
optimization approaches while preserving desirable convergence properties [24]. These directions further
highlight the growing interest in scalable and adaptive control-theoretic techniques for complex intercon-
nected systems. Building on this broader trend, our work investigates network assurance in SFC-enabled
infrastructures through a monotone piecewise affine formulation combined with invariant-set-based MPC
scheduling.

3. System Model

We consider service request rates with requirements that vary among k levels of security and n levels of
QoS for a requested network service respectively. Each multi-tenant SFC realizes a unique combination of
QoS and security level which leads to k x n = d different SFC placements. Security level is achieved through
the VNF structure, ranging from basic features (i.e., a virtual router followed by a firewall) to advanced
ones (Intrusion Detection System - IDS and IP encryption function - IPSec). QoS level depends on the
placement of said VNFs. Towards achieving proactive QoS-assurance, we follow the work in [25] where time
is considered slotted. To avoid SLA violations, service requests should either be assigned to an SFC offering
the requested or a higher-level combination of security and QoS levels, as long as the average experienced
E2E delay remains within the SFC’s QoS tolerance. This design aligns with the specifications of RFC 7665
[26], where traffic is evaluated based on specific criteria and directed into the appropriate Service Function
Paths (SFPs) to ensure consistent service delivery.

The set of nonnegative reals is R’}. Vector inequalities hold componentwise, and the vector with all
components equal to one is 1. For a matrix A € R™*™, its ij-th element is (A4);;. The Hadamard product
between two matrices A € R"*™ B € R"*™ is A® B € R™*™, with (A ® B);; = (A);;(B)i;, i = 1,..,n,
j =1,...,m. The vectorisation operation of a matrix A € R"*™ is vec(A4) € R™™. For a vector z € R%, the
maximum operation with zero y = max{x,0} holds componentwise, i.e, y; = max{xz;,0}. We consider the
vector spaces X = R? and Y = R™. The orthogonal projection of a set S € X x Y to a subspace X is

(S, X)={zeX:FyecY:[z" y' T €S}

3.1. Dynamics

In any given time period, the system processes an integer number of incoming requests and completes
an integer number of requests. To effectively optimise the system’s performance, we consider a periodic
scheduling. Thus, within each sampling interval, incoming and outgoing requests are treated as continuous
flows. This modelling approach allows for a granular treatment of traffic dynamics and is often used in
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resource allocation and scheduling problem formulations [27]. Thus, for every unit of time we assume an
incoming request rate for each SFC v € Ri, and an outflow of completed requests, i.e., service rate q € Rff_.
As states, we consider the average end-to-end delays = € Ri, experienced over a unit of time at each SFC.
The control inputs distribute the requests to the appropriate SFCs. We organise these inputs in a square
matrix U € R4, Specifically, the element (U);; corresponds to the allocation of the incoming request rate
1 to the SFC j. The system can thus be written as

w(t+1) = f(x(t), U(t),q(t)), (1)

with -
f(l?, U, Q) = max{f(z, U, Q)v 0}7

and

f(xaU7Q):a®x+(B®U)1_e®q7 (2)
where a, e are nonnegative vectors, a € R%, e € R, and B € Rff_)(d encodes the admissible request-to-SFC
allocation structure. We remind that 1 denotes a vector of ones of compatible dimension. The dynamics (2)
concerns the evolution of the end-to-end time delays = that depend on the current value of the delay (first
term a ® x), the weighted sum of added request flow (second term (B ® U)1), and the subtracted serviced
requests (third term —e ® ¢). The dynamics (1) is the componentwise maximum with zero, restricting the
time delays to be nonnegative, effectively rendering the positive orthant invariant for x. Consequently, the
resulting system (1) is a positive piecewise affine system.

Example 1. The SLA specifications, such as constraints on request rate distribution, are embedded in the
model via the structure of the input matrix B. For example, we often consider a hierarchical structure where

the ith request rate can be assigned to the ith SFC, or to a higher one, namely, " SFC, with i < j < d,
consequently, we have @ control inputs. To enforce the structure illustrated in Figure 1, the inputs are

organised in a lower triangular matriz U € R¥?, with

wy 0 - 0
ugy ugz -+ 0
U =
Ugl  Uq2 -+ Udd

If z;(t + 1) depends also on the other delays z;(t) additional to x;(t), for example, when the services are
hosted on the same infrastructure the term a ® z in (1) can be replaced by Az, for some matrix A € R4*4,
System (1) shares some conceptual similarities with a Vector Addition System (VAS) [28] in terms of the
linear additive nature of state transitions while ensuring non-negativity. However, in our case the states
are real compared to integers in VAS. System (1) is not linear due to the max operator involved, while (2)
is linear dynamics. The choice of system (1) is made to enforce nonnegativity of the state variables, i.e.,

U1 V9 (]
T Ud2

- = j Udd
v

@ T2 T4
ﬂﬂ QBGG
q2 qd

Figure 1: Example 1 - System Model Overview.

q1
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the end-to-end delay vector . We note we choose this structure over other possible modelling approaches,
such as bilinear systems, or Linear Parameter Varying systems (LPVs), e.g., [29]. Such representations
involve products between inputs U and the exogenous signal of incoming requests, with the inputs being the
percentage of the distribution of incoming request rates. Such choices inevitably induce complexities hard
to analyse [30]. To estimate the parameters of system (1), one can employ standard identification methods
such as Constrained Least Squares [31], once and offline on data acquired from the SFCs’ operation.

3.2. Constraints

We consider the vector of time-varying incoming request rate v € R? and set V = R?. Similarly, we
consider the vector of service rate g € R?, and correspondingly the set Q = R%. We slightly abuse notation,
and by vec(U) € R4, d < d?, we denote the vectorized form of the inputs, i.e., the nonzero elements of
the matrix U. In the vec(U) — V — @ space we define constraints describing the range where the request
rates and service rates lie, effectively inducing constraints on the range of U. In a real-world network,
incoming and outgoing traffic are interdependent, possibly in a non-linear way. Such constraints can model
physical limitations like finite bandwidth and processing capacities, security and policy constraints and
traffic prioritization [32]. We adopt a realistic assumption that these constraints are convex and can thus be
approximated efficiently by compact polytopic sets located in the positive orthant. Consequently, setting
d* = d + 2d, we define W C R?"

vec(U)
W = v e]Ri :Guvec(U)+ G+ Gyg <w (3)
q

with G, € Rpx‘i, G, e RP*4 G, € RP*? € RP. Given any vector v ¢']" € #(W,V x Q), we consider
the set W (v, q) C R? defined as

W(v,q) = {vec(U) € R Gyvec(U) <w— Guv — Gyq}.

3.8. Problem statement

Definition 1 ([33]). A set S C R? is controlled invariant with respect to the system (1) and the constraints
[vec(U)" o qT]T EW (3) if forany x € S, and any [vT ¢"]T € W,V x Q), there exists an input
vec(U) € W(v,q) such that f(z,U,q) € S. The controlled invariant set Sy is the mazimal controlled
invariant set (MCIS) if for any other controlled invariant set S it holds S C Syy.

Characterising a set with controlled invariance allows for an a priori guarantee of QoS performance, i.e.,
network assurance, for the studied problem; if the initial conditions x € ]Ri lie in a controlled invariant set
S, then for any possible combination of request rate and service rate, there exists at least one scheduling
strategy for these requests to the deployed SFCs so that the QoS requirements are always satisfied. The QoS
requirements of the infrastructure are encoded through the admissible state and input constraints defining
acceptable operating regions for the SFC delays and scheduling decisions. Consequently, achieving network
assurance is equivalent to guaranteeing that the closed-loop trajectories of system (1) remain within these
admissible regions for all admissible workload and service-rate realizations.

Problem 1. Consider the system (1) and the set W C RE (3). Compute the MCIS.

Controlled invariance characterises the set of states for which an admissible control strategy confining the
trajectories in the set exist. A natural question is how to develop such controllers. In a networking infrastruc-
ture, SFCs fulfilling different levels of service requests are optimised for different types of traffic. Reassigning
traffic to non-optimised SFCs, although potentially beneficial for matching requests requirements, can lead
to ineflicient use of network resources.

Problem 2. Consider the system (1) and the set W C R?" (3), and a controlled invariant set for the system
(1). Develop a scheduling strategy implementable in real-time such that NA holds.
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Problem 1 is well known in set-based methods [33] and formal methods [34], with established algorithms
and related convergence results for important families of systems. To the best of our knowledge, the system
under study (1), although important for scheduling applications, has not been considered. There are two
challenges: First, (1) is not linear, thus, immediate application of standard techniques in [33] is not possible.
Second, the coupled constraint set W does not allow elimination of the quantifier for all ¢,v, thus, the
elimination operations of erosion and projection are not possible and straightforward respectively [35]. We
tackle both challenges in Section 4. To solve Problem 2, we define an appropriate MPC scheme, whose
recursive feasibility is possible by the construction of the invariant set. To propose a scalable solution, instead
of using a single MPC for the whole system, we design local controllers for each one of the k£ subsystems
that decide the distribution of incoming request rates among the group of their respective n SFCs. The
controllers are hierarchically connected to each other, allowing the migration of requests between subsystems
when deemed necessary. The design of this control scheme is detailed in Section 5.

4. Controlled invariant set computation

To guarantee Network Assurance, we first establish a methodology for computing the maximal controlled
invariant set for the system under study, thus, characterising the subset of the state space where admissible
controllers guaranteeing NA can be found. Our approach aligns with reachability-based algorithms that are
based on iterative computations of the backward reachable map [33], or preimage map

C(S) = {z e RY: (V(v,q) € 7(W,V x Q),3U € W(v,q) : f(z,U,q) € S)}. (4)
Computing (4) is not straightforward, because the dynamics (1) is not linear. Instead, we consider the map
C(S)={zxeR¥: (V(v,q) € T,V x Q),3U € W(v,q) : f(z,U,q) € S)}. (5)

The map f (z,U,q) is linear. However, the fact that the exogenous signals ¢, v are coupled with the inputs
does not allow straightforward computations of the preimage map (5). In what follows, we first establish that
it is sufficient to compute the backward reachability map considering only the vertices of the set (W, V x Q),
denoted by [v; ¢]", i =1,...,p. We note that the number of vertices of 7(W,V x Q) is finite as it is the
orthogonal projection of a polytopic set [36]. We consider the maps

Ci(S)={z € R%: (AU € W(v;,q;) : f(2,U,q;) €8S)}. (6)

Proposition 1. Consider the system (1), the dynamics (2), the set W, and let [v;' ¢]", i=1,..,p be the
vertices of the set t{(W,V x Q). For any compact polytopic set S C Ri, it holds that

e(8) = G(sS). (7)
1=1

Proof. By Carathéodory’s theorem, see, e.g., [37, Theorem 17.1], for any [vT ¢"]T € 7(W,V x Q) C R?*¢
there are at most 2d + 1 vertices such that

-l 8

with Zfi?l Ai = 1,A; > 0. Let any vector z € ﬂ?i?l Ci(S). Consider inputs U; € W(v;,¢;) such that

f(2,U;,q;) € S. Such inputs exist by definition of C;(S). Let U = >_?_, \;U;, with X satisfying (8). Then,
by linearity of the dynamics (2) we have

2d+1 2d+1 ) 2d+1

i=1 i=1 i=1
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(a) S ¢ M (b) SeM (c) S € Mg

Figure 2: Example 2 - Illustration of class M, Mg of sets.

Se

Figure 3: Example 2 - S ¢ M (black), S¢ € M (light grey), and S¢ N Ri € Mp (dark grey). It holds S C §¢n R‘i C Se.

For any i = 1,...,p, it holds that f(z,U;,q;) € S, thus, f(z,U,q) € S by convexity of the set S. Moreover,
since U; € W(v;,¢;) it holds that G, vec(U;) + G,v; + G4¢; < w, and for any nonnegative )\; it follows
Gy vec(NU;) + GuAiv; + Gghigs < \jw. Summing the previous linear inequalities for ¢ = 1, .., p it follows
that

Gyvec(U) 4+ Gyq + Gyv < w,

consequently, U € W(v,q). Thus, for any x € N}_,C;(S) and for any [v7 ¢"]T € 7(W,V x Q) there is an
admissible input U € W(v, q) such that f(z,U,q) € S, or, Nt_,C;(S) C C(S). To show equality, suppose
there is € C(S) \ NI_,C;(S), which is a contradiction because there is an index i € [1,p] so that there does
not exist U € W(v;,q;) so that f(x,U, g;,v;) €S, and consequently, = ¢ C(S). O

To associate the mapping C(S) with the actual map C(S) we wish to compute, i.e., the backward
reachability map of (1), we introduce a particular family of sets S as follows.

Definition 2. A convex set S C R% belongs to the class M if for any two vectors x,y € R that belong to
the set S, any vector z € R? satisfying * < z < y belongs in the set S as well. Additionally, if {0} C S,
then we say the set S belongs to class My, or, S € M.

We next define the extension of a set S.

Definition 3. For any set S C R?, we define its extension 8¢ C RY (where ‘e’ stands for ‘extended’) as
follows

S={zecR!:(FyecS:z<y)} 9)

Example 2. In Figure 2 we depict three examples of sets with respect to classes M, My. In Figure 3, the
extension operator is visualized. It should be clear for any set S C Rff_ it holds S¢ N R‘j_ € M.

We present the second result that leads to computations recovering the backward reachable set for (1).



Proposition 2. Consider a set S € M. It holds

C(8) = C(S9). (10)

Proof. First, we show that = € C(S¢) implies z € C(S), i.e., C(S¢) C C(S). Consider any point = € C(S°).
By definition, for any [vT ¢"]" € 7(W,Q x V), there is an input U € W(v, ¢) such that f(z,U,q) € S¢. If
f(z,U,q) € S C 8¢ then necessarily = € C(S) because in this case f(z,U, q) = f(z,U,q). If f(x,U,q) ¢ S,
then necessarily there is at least one component k € [1,d] so that fi(z,U,q) < 0, which in turn implies
fu(z,U,q) = 0. By assumption, since S € My, it follows that f(z,U,q) € S. Thus, C(S¢) C C(S).
Next, we show that = € C(S) implies z € C(S¢), i.e., C(S) C C(S°). By hypothesis S € My, thus if
fi(z,U,q) = max{0, f;(x,U,q)} = 0, necessarily f;(z,U,q) <0, which immediately implies f(z,U,q) € S,

or, © € C(8¢). The proof is complete. O

Proposition 3. Consider a polytopic set S € M. Then, the set C(S) is a polytopic set, and furthermore
C(S) eMy.

Proof. The first part of the statement is straightforward from Proposition 2, Proposition 1 and the fact
that (2) is linear. To show that C(S) € My, we first consider each element C;(S¢) (6) in the intersection
(7), and show that C;(S¢) € My. Indeed, for any = € C;(S¢), suppose there is some y < z such that
y ¢ Ci(S). Let 8 > 0 such that + = y 4+ 8. There is U € W(v;,q;) such that f(z,U,q) € S°. Then,
f(ya Ua ql) - f(CE - Ba Ua qz) = f(CL',U, Q1) —a® 6 S f((E,U, QZ)a thUS, f(ya Ua Ql) € S ConsequentIYa
Ci (8¢) € M. To show the same for the intersection, i.e., that szl(fi(Se) € M it is sufficient to show that
SaNSp € M for any two sets Sq € My, Sp € M. First, observe that {0} is in both sets S, Sp. Next,
take any z € Sy NSp, y € S4 NSp such that x < y. For any z satisfying z < z < y, it holds that z € Sy,
z € Sp, thus, z € S4 NSp, and the set Sy NSp € M. Since this relation holds for any intersection of a
finite number of sets, C(S) € My, and by (10), C(S) € M. O

Theorem 1. Consider the system (1), the dynamics (2), the set W C RY | and let [v] ¢]7,i=1,..,p be
the vertices of the set 1{(W,V x Q). Consider the set sequence {S;}, where

Sip1 = <ﬂ (Z(Sf)) N So, (11)
=1

where Sy s a compact polytopic set and Sy € My. Then, the set sequence {S;} converges to the MCIS.

Proof. From Propositions 1, 2, 3 it follows that for any [ > 0, ("_, C; (8F)) = C(Sf) = C(S;). Consequently,
the set recursion (11) is equivalent to S;+1 = C(S;) N Sp. Thus, {S;} is the sequence of backward reachable
sets for the system (1). The set sequence {S;} is a nested monotonically decreasing sequence of compact
polytopic sets of class My, and convergent in the space of compact sets equipped with Hausdorff distance
metric to a (possibly empty) compact set. Following standard argumentation as in [33, Chapter 5] it follows
that the fixed point is the maximal controlled invariant set with respect to the system (1). O

Example 3. In Figure 4 we depict an example of the MCIS computation for a 3-SFC networking infras-
tructure modelled as a third order system. As the initial set Sy, we consider the polytope formed by the
ranges of acceptable end-to-end delays for the three involved SFCs, i.e., x; € [0, %; max], ¢ = 1,2,3, which is
illustrated as the outer cube in white. The MCIS is retrieved after the convergence of the set sequence (11)
and is depicted with the dark grey colour. The system parameters are

1.02 0.10 O 0 0.10
a=| 1 |[,B= (007 005 0 |,e=]0.05
1 0.39 0.09 0.24 0.24

Convergence is achieved in 96 iterations, and the resulting set is described by 36 vertices. For higher-order
systems, the computation time and the complexity of the representation of the MCIS grow significantly for
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Figure 4: Example 3 - MCIS computation for a 3-SFC networking infrastructure modelled as a third order system.

specific choices of constraint sets (3) and dynamics (1). This is expected, since the computation involves
iterative polyhedral operations whose complexity depends not only on the state dimension, but also on the
number of facets/vertices generated during the backward-reachability recursion. In our implementation, the
computation of an MCIS for a typical 3-SFC subsystem is in minutes, while for a 4-SFC subsystem the com-
putation time increases significantly. We emphasize that this computation is performed offline during the
controller design phase, whereas the online controller only uses the precomputed invariant sets as constraints
in the MPC problem. These observations further motivate the computation-aware control architecture pre-
sented in Section 5, where the global problem is decomposed into smaller subsystem-level MPC problems.
Improving the scalability of the offline invariant-set computation, for example through relazed invariance
notions, approximate polyhedral representations, or decomposition-based set computations, is an important
direction for future work.

5. Control for Guaranteed Network Assurance

Controlled invariant sets characterise the selection set of controllers that render the set invariant. Herein,
we propose a receding horizon control scheme that guarantees NA while minimising a desired performance
metric. As discussed in Section 3, scheduling the service request rates among the SFCs introduces operational
and communication overhead. Additionally, the lower the end-to-end service delay, the higher the QoS
satisfaction. To this purpose, we consider a control horizon N > 1, and the cost function

N—1
J (1‘0, {Uz}f\;?)l) = Z cl(xl, Ul) + CN(ib'N), (12)
1=0
where ¢;(z;,U;) = |[(Cr © U)1|l1 + Billzilly, I =1,..,N —1is the horizon step, and en(zn) = Bnllzn|l1s
with C; € R‘fd, B € Ri. The weights C, 5; define the priority in which the request rate distribution
takes place, by assigning lighter or heavier weights to the corresponding control inputs. These priorities in
our case reflect a sequential preference order based on the difference between the offered QoS level by the
involved SFCs. We remind that typically distribution to SFCs with lower levels of QoS and/or security is
prohibited by design.

Example 4. We consider the hierarchical system setup in Example 1, consisting of d SFCs. One possible
selection of values is

0 0 0
1 0 .. 0

Ci=a| 2 L 0 B =81, l=1,.. N,
d—1 d—2 .. 0

for scalars a > 0,8 > 0. We make the following assumptions.
10



Assumption 1. At time instant t the workload and service rates v(t+1), q(t+1) respectively, | = 0,..., N—1,
are available up to timet + N — 1.

Assumption 1 is a realistic assumption in our context, based on the practical necessity for operators
to analyse network traffic and predict short-term future traffic to proactively manage services and systems.
Solutions range from time-series modelling [38] to machine learning-based predictors [39] with high accuracy.

Assumption 2. At each time instant t, incoming request and service rate signals are consistent with VW

(3), e, [v(t)Tg()T]T €W,V x Q) t > 0.

Given the system (1), the constraints set W, and the controlled invariant set M, the problem to be
solved at time ¢ is

{Urgi]g{l:](xo, (U5 (13)
1JSi=0

st. xo = x(t), (14)
241 = flx,U,q), 1=0,1.,N —1, (15)
zneM, 1=1,..,N, (16)
U eW(u,q) 1=0,..,N -1, (17)

where ¢ = q(t +1),vy =v(t+1),1=0,..,N — 1.

Proposition 4. Consider the system (1), a controlled invariant set M C R4, the control law U(t) = Uy,
where {UF N3 is the optimizer of the problem (13)~(17), and let x(ty) € M. Then, for all t > to the
constraint set (14)—(17) is nonempty, and x(t) € M.

Proof. Since z(tg) € M, under Assumption 2 there is U(tg) so that f(x(to), U(to), g(to) € M. Consequently,
the constraint (15) is satisfied for [ = 0 and the constraint (16) is satisfied for [ = 1. By applying the same
reasoning, there is U(l), I = 0,..., N — 1 so that the relationships can be satisfied until [ = N — 1 (15) and
I = N (16). Moreover, by definition of controlled invariance, U (tg) € W(uv(to), ¢(to)) and since the constraint
set (17) covers W(v, q) for any admissible choice of (v(tg), g(tg) € #(W,V x Q), the input U(t) satisfies these
constraints, for any ¢ > tg. Consequently, z(to + 1) = f(z(to), U§, q(to)) € M. Since the system (1) is time
invariant, the above statement holds for all ¢ > . O

5.1. Excess workload offloading in practical settings

Assumption 2 is not always reasonable in dynamic settings; bursts of workload can occur for a service
due to unexpected demand (e.g., a high publicity event), network operation anomalies (e.g., device outages
and configuration changes) and network abuse anomalies (e.g., cyberattacks) among others [40], so that
temporarily the request workload/service rate violates the constraints. One way to address this challenge
would be to change the admissible constraint set 7(W,V x @) so that it allows this outlier configuration
of (v(t),q(t)). However, such a choice will inevitably lead to smaller, or even empty controlled invariant
sets. Thus, to avoid imposing stringent constraints that are seldom active, we allow, at the worst case,
the offloading of excess workload. This offloading can take the form of rejecting the excess workload or
temporary migrating it to a system with enough serving capacity. To this purpose, we define the cost
function

N—

Jo (1’0, {Ul}f\;?)l) = Z Co,l(xl, Ul) + CN(.TN)7 (18)
=0

=

with
o1, Ur) = [(Cr © U1y + |81 © wil[1 + v[Jvi — Uil[1,
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l=1,..,N —1, for some large value of v, and by relaxing the constraint within the constraint set W that
corresponds to the distribution of incoming requests from w; = U;1,l =0..., N — 1, to

() > []117 = O7 ...,N - 1. (19)

We note the results of Proposition 4 hold as well in this case. By appropriate choice of the weights -y in the
cost (18) we can penalise offloading, e.g., by setting C; =0, 5, = 0.

5.2. Cascade MPC for scalable, information-restricted Network Assurance

For efficient practical implementations, we restructure the system’s centralized architecture into a hier-
archical one consisting of k subsystems. These subsystems comprise groups of SFCs ordered in terms of
their offered security level; each subsystem consists of n SFCs ordered in terms of their offered QoS level.
This approach distributes the control computation load across subsystems, allowing the infrastructure to
handle a larger number of requests simultaneously and efficiently; this prevents bottlenecks and ensures
smoother operation even for larger SFC-enabled networks. Moreover, the proposed architecture improves
privacy by limiting information dissipation, it localises better potential points of failure and reduces the risk
of a single point of attack; if one subsystem fails, the others can continue to operate, ensuring continuous
service availability [41]. In this case, the offloading process is realized as workload migration between the
different subsystems. We consider subsystems of the type

2'(t+ 1) = max{f; (z'(), U'(t),¢'()) ,0},i = 1, ..., k,
where
fi@ U ¢)=d 0oz’ + B oU - od. (20)
We note that since the excess workload is migrated from a system to the next one, the performance of

subsystem i depends on the choice of the inputs U7 of the subsystems j = 1,...,7 and the workload rates v7,
7 =1,...,4. The incoming request rates of subsystem ¢ becomes 0" = 23':1 vl — Z;;ll U’1.

Example 5. Figure 5 shows these interconnections; the k — th subsystem implies k — th level of security.
For example, at the k-th level, it is allowed to carry out service requests that originally required a security
level 1,...,k — 1.

The suggested MPC scheme distributes the incoming service requests among the available SFCs so that
each closed loop subsystem trajectory of the states z%(t), t > 0, i = 1,..,k, is confined in its respective
controlled invariant sets and satisfies the subsystem QoS. The MPC optimization problem is solved over a
prediction horizon of N units of time and the resulting control actions of the first unit of time are applied
to each subsystem in a closed-loop control fashion, according to the receding horizon control principle [10].
In detail, we preserve the formulation in (18)-(19) for the subsystem cost as in the hierarchically connected
subsystems we translate the offloading process to migrating the undistributed request rates of subsystem i
to subsystem ¢ + 1; the actual offloading might happen only in subsystem k, which in this case can account
for a costly but resourceful deployment, e.g., the cloud. This emerging constrained MPC problem solved at
unit of time ¢ for each local controller and a time horizon N is

min J, (zf, {U, N-1 (21)
(R ( 0 =)

st xh =2 (), (22)
zj = f(2},Ul,q}), 1=0,1..,N—1, (23)
rieM, 1=1,..,N (24)
Ul e Wi(ty,q}), 1=0,...,N—1, (25)
o= o = U/1=Uj1, 1=0,.,N -1, (26)

j=1 j=1
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Figure 5: Example 5 - The structure of the hierarchical system with dynamics (20). The inputs to each subsystem, apart from

Ly,

the first S1 depends on the previous inputs and the incoming request rates, i.e., 9* = Z;Zl vl — Z].Zl

where ¢f = ¢'(t +1),v{ = v*(t+1), 1 =0,...,N — 1. We emphasize that the above optimization problem
needs to be solved k times, sequentially. In fact the optimiser U** of MPC problem i, is given as input to
the MPC problem ¢+ 1, as depicted in Figure 5. In this way, for every MPC 4, the optimisation variables are
Ul,i=0,..,N—1. We also need to note that the M* controlled invariant sets are computed independently
as the constraint sets W' are decoupled.

6. Performance Evaluation

6.1. Simulation setup

We simulate an SFC-enabled infrastructure with a data center in a 6 fat tree topology. The infrastructure
is organized in k = 3 subsystems of different security levels, where each one contains n = 3 SFCs (offering
increasing levels of QoS), realizing d = 9 QoS and security service level combinations, as presented in
Section 5.2. The input structure in Example 1 defines the constraints on the distribution of the incoming
request rates within each subsystem. The matrices defining the constraint set W (3) are in Appendix A.
For parameter estimation, MATLAB’s 1sqlin solver was used on a dataset of 2500 samples (computation
time ~ 80ms), compiled using a proprietary discrete-event simulator provided by an industrial partner [42]
to generate the request traffic (Poisson-exponential lifetime distribution) and has been validated in real
testbeds [43]. The parameters for the 3 identified subsystems are in Appendix A. The experimentation
runs for a period of 50 time slots. The MPC prediction horizon is set to N = 5 time slots. The influence
of priorities in the numerical evaluation is twofold: First, the structure of the admissible input matrix U,
defined through the matrix B, constrains the allowable request-to-SFC assignments according to the QoS
and security hierarchy. Second, the weighting matrices and penalty terms in the MPC cost function J,
(18), instantiated following Example 4, prioritise specific scheduling and migration decisions during runtime
optimization. To define the MPC cost J,, we follow the same Example with « = 1,8 = 1,7 = 20. The
cloud-deployed SFC (3,3) acts as a contingency option; to discourage the reliance on the cloud deployment,

10 20 30 40 50 10 20 30 40 50
(A e — 4 e —
3
=
g 2
YA
S
0
30 15 40 40
20
1 0 0 2 0 0 10 3 ° 0
@3(ms) i (ms) z3(ms) 22 (ms) x3(ms) z3(ms)
(a) MCIS and constraints (S1). (b) MCIS and constraints (S2). (¢) MCIS and constraints (Ss).

Figure 6: Evolution of the system in time: the local MPCs select the admissible control inputs in real time so that the closed
loop subsystem trajectories are confined in their respective MCIS.
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Figure 7: Overall performance comparative analysis.

we assign a larger coeflicient v = 30 to the migrations towards it. The QoS SLA thresholds @; pq, for each
of the? =1,...,9 SFCs are given in Table 1. Optimization problems are solved using the Gurobi Optimizer.
The experiments were performed in MATLAB R2024b running on a MacBook Pro, 11-core M3 Pro processor,
18 GB RAM.

To allow for practical implementation, service requests need to be handled as discrete entities. This neces-
sitates the conversion of the continuous, real-number input values, resulted by solving the £ MPC problems
(21)-(26) into integer values. To do so, we implement the optimal service rates using the deterministic
weighted round-robin algorithm.

6.2. Network assurance through MCIS for MPC

First, we demonstrate the performance of the cascading MPCs scheme. We calculate the MCIS M?,
i=1,2,3, for each of the three subsystems, depicted in Figure 6. In detail, M! is described by 48 vertices,
M? by 105 and M? by 8 vertices. The sets of acceptable end-to-end delays are also outlined as the outer
cubes. We observe that M? is the whole acceptable set induced by the QoS specifications; this is a result of
SFC (3,3) being deployed to the cloud and having an increased service rate. We generate traffic using the
simulator, solving the cascading MPC problems in each subsystem, and measuring the average end-to-end
delays of the SFCs. The initial states are xo! = [2.6 1.9 1], 29 = [2.7 2 2] and z¢® = [30 17 3]. The
trajectory of each subsystem is shown in Figure 6. In the comparative analysis that follows, further insight
is provided on the efficacy of the proposed scheme.

6.3. Comparison

We denote our method as MCIS-MPC and compare against the following representative works from the
literature:

1) Earliest Deadline First (EDF) [44]: EDF is a delay-aware scheduling algorithm which gives higher
priority to requests with a lower deadline, i.e., highest QoS requirements. For fairness of comparison, we
modify EDF in the following two ways: i) valid request distribution follows the rules defined in the simulation
setup and ii) the SFC selection phase follows a greedy approach, in the sense that priority is given to the
SFCs with the lowest non-SLA violating end-to-end delay at decision time.

2) Priority-aware Semi-Greedy (PSG) [45]: PSG semi-greedily optimises the total cost of the network
during request distribution, while meeting the deadline, i.e., the QoS requirement, of the service requests.

Security QS | 1w (1) | Medium (2) | High (3)
Low (1) - S 20 10 1
Medium (2) - Sy 30 13

High (3) - S5 40 17 3

Table 1: SFCs QoS SLA thresholds (milliseconds).
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Figure 8: Comparing the histogram distributions of service requests’ end-to-end delays, for two representative SFCs.

If the deadline of a given request is not met, it is allocated to the SFC resulting in the minimum violation.
We modify it as follows: i) valid request distribution follows the rules defined in the simulation setup and
ii) the energy consumption minimisation objective is replaced by the MPC’s optimisation objective J,.

3) Q-learning-based Security SFC Selection (QSSFC) [46]: QSSFC uses a modified e-greedy exploration
strategy that picks out multiple candidate actions. We modify it as follows: i) the agent actions are
constrained by the rules defined in the simulation setup and ii) for the reward, security benefit scores are
mapped to security levels k, the cost is modified to reflect the MPC’s optimisation objective J, and the
impact on service quality accounts for the drift between the SFC’s end-to-end delay x and its SLA threshold
Tmaz- We train the agent for 6000 episodes.

Assuming the same traffic and SFC states, we benchmark the overall performance of the four schemes
in terms of QoS SLA violations and system cost (J,). An SLA violation for an SFC corresponds to a
service delay above the SLA threshold (Table 1). The results are demonstrated in Figure 7. In Figure 7a
we observe that the EDF scheme reports the most SLA violations 25.11% since the incoming requests are
distributed without consideration of the SLA thresholds. PSG performs better reporting 15.58% violations;
this improvement is expected since this scheme considers the SLA threshold of the request and the current
end-to-end delay of the targeted SFC before making the distribution decision, however, greedily treating
the requests as they come. The QSSFC reports 11.44% violations, which shows that an RL method with a
well-shaped reward function can respect the SLA threshold more efficiently. Nevertheless, the fact that the
constraints are included in the form of penalty in the reward cannot alone guarantee strict adherence. EDF
yields the highest system cost. Since the cost is incorporated in the decisions, we next observe a drop, with
the QSSFC performing marginally better than PSG. Our solution manages to achieve the lowest system
cost; that is 70% lower than EDF, 32% lower than PSG, and 21% lower than QSSFC.
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(a) EDF [44] input values. (b) PSG [45] input values. (c) QSSFC [46] input values. (d) MCIS-MPC input values.
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(e) EDF [44] QoS violations. (f) PSG [45] QoS violations.  (g) QSSFC [46] QoS violations. (h) MCIS-MPC QoS violations.

Figure 9: Benchmarking the QoS impact of the request distribution and migration decisions at SFC (2, 2).
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To get a more granular understanding of the performance of the MCIS-MPC mechanism, in Figure 8
we showcase the histogram distributions of the service requests end-to-end delays, for two representative
SFCs for the compared schemes. For the medium-security, high-QoS SFC (2,3) (Figure 8a), the EDF fails
to satisfy the SLA for most of the requests, reporting an average of 9.32 msec while the threshold is 2 msec.
EDF also yields the widest disperse. PSG and QSSFC perform significantly better, with 4.28 msec and
2.81 msec average end-to-end delays respectively, which are still higher than the threshold. Their disperse is
narrower as well. Notably, our method manages by construction to guarantee the SLA for all the requests,
scoring a 0.98 msec average delay with significantly less average dispersion. Similar results are in Figure
8b for the high-security, medium-QoS SFC (3,2). We note the total served requests by the two SFCs vary
between schemes, as their numbers are affected by the distribution and migration decisions.

Finally, we demonstrate the MCIS-MPC request distribution decisions by focusing on the medium-
security, medium-QoS SFC (2,2). Specifically, in Figure 9 we examine the input values as computed by
each of the four compared schemes and the impact they have on the involved SFCs’ QoS. We remind that
based on the assumed structure of the input matrix, the service requests vo for SFC (2,2) can be carried
out by itself (input u3,), by the medium-security, high-QoS SFC (2, 3) (input u3,), or can be migrated to
the high-security subsystem S3 (input v3 — U21). In Figs. 9a-9d we omit u3, since it comprises the majority
of the incoming requests; the rest of the inputs are represented as percentages of v3. In Figs. 9e-9h we
depict the end-to-end delays of SFC (2,2) (23) and SFC (2,3) (23), together with their SLA thresholds
(with dashed lines). We specifically highlight with green circles the QoS violations that occur after a request
distribution/migration decision that involves the corresponding SFC.

In Figs. 9a and 9e, we observe that when 3 < x3 the EDF scheme greedily distributes all the incoming
requests to SFC (2, 3). This leads to unnecessarily low end-to-end delays for SFC (2,2) and a high number of
QoS violations for SFC (2,3). The semi-greedy decision making of the PSG scheme brings an improvement
over EDF, which manages to keep both SFCs delays lower than the threshold, by carrying out all the
incoming v3 requests at SFC (2,2), until ¢ = 41. Then SFC (2, 2) starts reporting violations and thus part
of v2 is distributed to SFC (2, 3) resulting in a high number of violations for both (Figs. 9b and 9f). We note
PSG selects SFC (2,3) over migrating the requests to the high-security subsystem Ss, since the absolute
value of the end-to-end delay is still comparatively lower at SFC (2,3). On the other hand, the RL-based
agent of the QSSFC scheme, manages a more balanced distribution of the requests between the two SFCs,
as seen in Figure 9c¢, which results in fewer QoS violations (Figure 9g). Still, significant violations appear
(e.g., at t = 35). The superiority of the proposed MCIS-MPC scheme is once again evident; its distribution
decisions confine the trajectories of the end-to-end delays of both SFCs not only within their SLA thresholds,
but within the even stricter MCIS of the subsystem (Figure 9h). In detail, every incoming v3 request is
carried out at SFC (2,2) until it reaches the MCIS threshold, at ¢ = 41 (Figure 9d). Then, requests are
partially migrated to Sz, as SFC (2,3) is also operating at its SLA threshold and thus it is not a viable
alternative. We note that we omit the MCIS threshold on Figure 9h for simplifying the presentation.

6.4.
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Figure 10: Comparative performance under additional stress-test workload scenarios: (a)-(b) flash-crowd/demand surge, (c)-
(d) service degradation.

The results are presented in Figure 10. We observe that in the flash-crowd scenario, all baseline methods
exhibit increased violation rates (Figure 10a), with EDF reaching approximately 21% and QSSFC around
18%, while PSG performs somewhat better at approximately 15%. The proposed MCIS-MPC does not
incur any violations. In terms of cost (Figure 10b), EDF incurs the highest penalty (slightly above 100),
reflecting its inability to effectively redistribute load under bursty conditions. PSG reduces the cost to
approximately 45, while QSSFC and MCIS-MPC achieve the lowest values (around 32), indicating more
efficient scheduling decisions. The proposed solution marginally outperforms the QSSFC in cost reduction
as well. In the service degradation scenario, the differences become even more pronounced. In Figure 10c we
observe that the violation rates of the baselines increase further (EDF ~ 28%, PSG = 27%, QSSFC ~ 24%),
while MCIS-MPC again incurs no violations. This corresponds to an order-of-magnitude improvement in
QoS compliance. At the same time, MCIS-MPC preserves a low cost comparable to but still lower than
QSSFC (& 32), as depicted in Figure 10d while EDF again exhibits significantly higher cost (~ 100). PSG
achieves a relatively higher cost as well (=~ 49). This demonstrates that MCIS-MPC is able to reallocate
traffic effectively under reduced service capacity, rather than merely reacting to demand increases.

Overall, the results demonstrate that the proposed framework remains robust under substantial pertur-
bations of both traffic-demand parameters and service-rate parameters, maintaining low QoS violations and
competitive operational cost across significantly different operating regimes.

6.5. Runtime complexity and scalability analysis
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Figure 11: Runtime execution, for different state dimensions n, control inputs per subsystem || vec(U)||, numbers of subsystems
k and control horizons N. The baseline configuration is in violet.

To further investigate the scalability of the proposed framework, we analyze the execution time of the
online MPC optimization under varying problem dimensions. In particular, we study the effect of the number
of QoS levels (state dimensions) n, number of control inputs per subsystem || vec(U)||, number of subsystems
k, and prediction horizon depth N on the runtime performance, as the optimization complexity increases
with them. We emphasize that the contribution of our work is not large-scale optimization over hundreds
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or thousands of states, but rather the investigation of formally assured MPC-based runtime management
for moderate-scale SFC configurations. We also note that the repeated application of the max operator in
Eq. (23) across the prediction horizon results in a mixed-integer linear programming (MILP) formulation.
While MILPs are NP-hard in the worst case, modern solvers such as Gurobi exploit branch-and-bound
techniques, linear relaxations, presolve reductions, and heuristics to achieve tractable runtimes for moderate-
scale instances such as those considered in this work.

Figure 11 presents the runtime execution analysis under different problem dimensions. The baseline
configuration used throughout this section so far, highlighted in violet, corresponds to three QoS levels,
six control inputs per subsystem, three security subsystems, and prediction horizon N = 5, resulting in an
average execution time of approximately 560ms. Figure 11a illustrates the effect of increasing the number
of QoS levels and corresponding control inputs while keeping the remaining parameters fixed. Increasing
the configuration from (3,6) to (5,15) increases the execution time from approximately 560ms to 640ms.
Increasing the dimensionality further to (10,55) results in execution times close to 1.15s. This increase is
expected since additional QoS levels enlarge the scheduling space and increase the number of optimization
variables. Similarly, Figure 11b analyzes the effect of increasing the number of subsystems while keeping the
remaining parameters fixed. Increasing the number of subsystems from k = 3 to k = 5 results in a moderate
increase in runtime from approximately 560ms to 630ms. Increasing the number of subsystems further to k =
10 increases the execution time to approximately 1.4s, reflecting the additional coupling and optimization
complexity introduced by larger multi-security configurations. Finally, Figure 11c shows the effect of varying
the prediction horizon depth. Reducing the horizon from N =5 to N = 2 decreases the average execution
time from approximately 560ms to 500ms, while increasing the horizon to N = 7 increases the runtime
to approximately 760ms. This behavior reflects the expected tradeoff between optimization depth and
computational overhead. Overall, the main scalability limitations arise from the set-based computations
and mixed-integer optimization structure inherent to formally assured control methods, however, the results
indicate that the proposed framework remains computationally tractable for practically relevant multi-level
QoS/security SFC deployments.

7. Conclusion

7.1. Contribution summary

Aligned with existing literature providing a foundation for understanding the realization of Network
Assurance (NA), our work deals with performance guarantees while catering for the flexibility, security,
efficiency, and scalability of networking infrastructure. Our framework provides strict NA in the context of
request scheduling, tailored specifically for multi-tenant SFC environments. We tackle two crucial challenges,
namely, i) the scalability of the scheduling mechanism, by decomposing the system into subsystems, each
managed by hierarchically connected MPCs instead of a single centralized controller and ii) the a priori
guarantee of QoS satisfaction; given that in the examined problem exogenous signals are coupled with the
control inputs, we calculate the maximal controlled invariant sets (MCIS) for each subsystem. Utilising these
sets as constraints in the associated MPC problem we enforce meeting the performance specifications of the
networking infrastructure. This is the first work, to our knowledge, that guarantees multiple network service
requirements for the lifetime of a request, under the realistic assumption of externally induced uncertainties.

7.2. Limitations and future work

Common to set-based methods, a remaining challenge lies in the efficient computation of controlled
invariant sets for higher-order systems. While the proposed framework remains computationally tractable for
moderate-scale multi-level QoS /security SFC deployments, the complexity of invariant-set computations and
mixed-integer optimization grows significantly with the dimensionality of the scheduling problem. As future
work, we intend to investigate relaxed notions of controlled invariance that enable more efficient algorithmic
constructions, e.g., [47, 48, 49], as well as decomposition-based and approximate set representations. Another
limitation of the current formulation is the assumption of accurate knowledge of the service and incoming
request rates. Extending the framework to explicitly account for estimation uncertainty and model mismatch
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is part of our ongoing research, following robust and tube-based MPC approaches, e.g., [50, 51, 52]. Finally,
the current framework assumes runtime management within a single administrative domain with global
visibility over the SFC infrastructure. Extending the proposed approach to multi-domain environments
constitutes an important direction for future work. Such settings introduce additional challenges related
to distributed coordination, partial observability, heterogeneous domain policies, and limited information
sharing across administrative boundaries.
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Appendix A. Constraint set YW and subsystems data (2), Section 6.
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The linear inequality constraints induced by matrix G; correspond to incoming flows patterns. The con-
straints on G, G, correspond to the equalities that define the scheduling architecture. The subsystem
parameters are identified as a' = a? = a3 =1,
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