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Abstract—The rise of the Internet of Things (IoT) has enabled
applications ranging from consumer devices to industrial systems.
Yet the success of these deployments depends on hardware
and software design choices made under tight resource and
energy constraints. This paper assesses the energy consumption of
application-layer protocols in representative IoT uplink scenarios.
We built a measurement-driven testbed with an ESP32 as the
sender, an INA226 for power sensing, and an Arduino Pro Micro
for data logging. Using two scenario-inspired benchmarks, we
evaluated four communication protocols. The results provide
practical guidance for constraint-driven design: at low uplink
rates, protocol choice is largely dictated by deployment require-
ments, as energy differences are rarely practically significant; at
higher rates, protocols can materially affect energy consumption.

Index Terms—IoT, TCP/IP, network, protocols, OSI, RTOS,
energy, power, benchmark, MQTT, HTTP, CoAP, WebSockets.

I. INTRODUCTION

THE Internet of Things (IoT) is widely regarded as one
of the most influential technological developments of

the past two decades. It has enabled applications spanning
home automation [1], agriculture [2], and broader Industry 4.0
deployments [3]. This breadth of use cases has, in turn, driven
a proliferation of hardware platforms and communication pro-
tocols designed to accommodate diverse operating conditions
and constraints.

However, this variety also confronts developers with non-
trivial design choices: selecting the hardware platform, de-
ciding whether to adopt a real-time operating system (RTOS)
and which one, and choosing an appropriate network stack and
supporting libraries. Each decision can materially affect energy
consumption and resource utilization, two of the dominant
constraints in IoT systems. Energy efficiency is repeatedly
identified as a central requirement, since many devices operate
under tight CPU/memory budgets and battery limitations [4].
As a result, the software stack must be engineered to respect
these constraints and minimize avoidable overhead [5].

At the application layer, protocols such as MQTT, CoAP,
and AMQP must be matched to application requirements

while remaining sufficiently lightweight for constrained de-
vices [6]. Efficiency considerations extend to lower layers as
well, where encapsulation and routing mechanisms influence
transmitter energy usage and overall power draw [7]. Conse-
quently, lightweight IP stacks and effective low-power modes
are commonly required [8]. Against this backdrop, energy
consumption has become a key metric when evaluating and
comparing IoT protocol solutions, including at the application
layer [9]–[16].

Motivated by these constraints and the practical need
to choose among competing application-layer protocols, we
evaluate whether protocol choice significantly affects energy
consumption on the widely adopted ESP32 microcontroller
platform [17] in two real-world-inspired IoT scenarios, and
whether the most energy-efficient protocols remains consistent
across benchmarks. In doing so, we extend prior practical stud-
ies with multi-benchmark evidence on constrained hardware.
Our contribution is twofold:

• We build an end-to-end, sensor-in-the-loop energy mea-
surement testbed (using an ESP32, an INA226 and an
Arduino logger) and evaluated four application-layer pro-
tocols over two realistic, increasing-load benchmarks.

• We quantify whether application-layer protocol choice
affects ESP32 energy consumption and whether protocol
energy-efficiency rankings vary across workloads.

The rest of the paper is structured as follows: Section II
presents background. Section III reviews related work. Section
IV describes the methodology. Section V details the imple-
mentation and execution workflow. Section VI reports and
discusses the results. Section VII concludes the paper.

II. BACKGROUND

A. Common communication protocols in IoT

To select protocols for benchmarking, we reviewed IoT
protocol survey and overview papers published between 2019
and 2025 and identified the most frequently cited protocols
across them. We retained protocols appearing in at least 50%
of the works (Table I), excluded closed-source options, and979-8-3315-5204-6/26/$31.00 © 2026 IEEE



removed protocols that cannot run on the ESP32 microcon-
troller without additional hardware. After standardizing on a
common RTOS and software stack (ESP-IDF via the Arduino
core, Fig. 1), the final set included HTTP/HTTPS, MQTT, and
CoAP, with WebSocket added for completeness.

TABLE I
APPLICATION-LAYER PROTOCOLS REFERENCED IN AT LEAST 50% OF THE

SURVEYED OVERVIEW PAPERS

Protocol [18] [19] [20] [4] [21] [22] [23] [16] [24]
HTTP/HTTPS Y Y Y Y Y

MQTT Y Y Y Y Y Y Y Y
AMQP Y Y Y Y Y Y Y
CoAP Y Y Y Y Y Y Y Y
Zigbee Y Y Y Y Y

6LoWPAN Y Y Y Y Y Y Y Y
DDS Y Y Y Y Y Y

XMPP Y Y Y Y Y Y
Zwave Y Y Y Y Y

802.15.4 Y Y Y Y Y Y Y

Fig. 1. Simplified software stack for running Arduino sketches on the ESP32,
showing the Arduino core as a compatibility layer on top of ESP-IDF, which
includes FreeRTOS, and the underlying hardware.

B. Real-Time Operating System (RTOS)

A real-time operating system (RTOS) is an operating system
whose correctness depends not only on what it computes,
but also on when the results are produced [25]. RTOSs are
widely used in embedded systems, where bare-metal superloop
with interrupts becomes increasingly difficult to manage as
system complexity grows [26]. An RTOS provides multi-
tasking abstractions such as scheduling, task prioritization,
timing guarantees, and preemption to support deterministic
execution; many RTOSs also include services like filesystems,
communication stacks, and security mechanisms.

III. RELATED WORK

Several works examine the energy consumption of
application-layer protocols [9]–[16] and, more broadly, their
performance. A recurring finding is that CoAP tends to be
more energy-efficient than MQTT, and MQTT more energy-
efficient than HTTP [9], [10], [13]–[16], consistent with pro-
tocol overhead being a major driver of energy usage [11].
CoAP’s low overhead is due in part to its use of UDP at
the transport layer [14]. Communication patterns also matter:
[13] found publish-subscribe (pub/sub) less demanding than
request-response (req/res). Moreover, energy consumption de-
pends on protocol options and versions, for example, MQTT

energy use generally increases with higher QoS levels, and
HTTP/2 can improve energy efficiency relative to HTTP/1.1
[9], [13]. Unless stated otherwise, we refer to HTTP/1.1 in
this paper. Despite these trends, results are not fully consistent
across studies, as illustrated by conflicting observations on
AMQP energy usage between [9] and [14].

Across the reviewed literature, three gaps emerge. First,
protocol coverage is often limited under consistent experi-
mental conditions, as noted by [15] and reflected in studies
that evaluate only two to three protocols [11]–[13]. Second,
benchmark design is frequently arbitrary rather than scenario-
driven; payload sizes are often omitted, or are not justified,
and similar issues arise for transmission rates [9]–[11]. This
matters because payload size and transmission frequency can
induce different behaviors across protocols [9]. Third, the
chosen hardware and software stacks are often not represen-
tative of constrained IoT deployments, relying on Raspberry
Pi platforms [9], [11] or even desktop computers [13], rather
than on microcontrollers with software stacks tailored to
constrained environments.

This paper targets these gaps by benchmarking represen-
tative application-layer protocols on a constrained ESP32-
based platform using scenario-driven workloads, with the goal
of providing a more realistic and reliable characterization of
protocol energy performance.

IV. METHODOLOGY

A. Testbed Design

Benchmarks were executed on an ESP32-WROOM-32, with
power monitored using an INA226 (Fig. 3). INA226 samples
were read over I2C by an Arduino Pro Micro and streamed
via USB serial to a laptop for storage and post-processing. An
unmonitored receiver node was used (second ESP32 or laptop
for MQTT), as summarized in Fig. 2. The monitored ESP32
was powered through a USB-C power-delivery trigger board.
Given the advantages of RTOS-based development over bare-
metal, we adopted an RTOS implementation. We evaluated
several modern RTOS options against three criteria: i) active
maintenance, ii) out-of-the-box ESP32 support, and iii) com-
patibility with the application-layer protocol libraries under
test. Based on ecosystem maturity, native ESP32 support, and
the broad adoption of FreeRTOS in its vanilla form [27], we
selected ESP-IDF FreeRTOS. We used it via the Arduino core
to leverage widely adopted protocol libraries (Fig. 1).

Fig. 2. Testbed Overview



Fig. 3. From left to right: INA226, Arduino Pro Micro, ESP-32 board, USB-
C power-delivery trigger board.

B. Benchmarking Tools, Metrics and Criteria

We collect power-consumption metrics from the monitored
ESP32 while it executes each benchmark. Power is measured
using an INA226, which samples the bus voltage and shunt
voltage via its internal ADC [28]. We then compute energy
(J) by integrating power over time; because power is sampled
at discrete time instants, we approximate the integral using the
rectangular rule. It is worth noting that the minimum amount
of detectable current of the INA226 depends on the shunt
resistor sizing. Following prior IoT energy studies [9], [12],
we use energy (J) as the primary metric for comparison.

To ensure the relevance of our measurements, we designed
two benchmarks inspired by real-world scenarios. The selected
scenarios have markedly different data-rate requirements, yet
share a common concern for energy efficiency:

1) Light: This models periodic sensing data from a humid-
ity and temperature sensor (e.g., DHT11). Motivated by [29]
which reports meteorological payload sizes in the range of
2–12 bytes, we selected a 4-byte raw payload (temperature and
humidity), as a reasonable lower bound. When formatted in
JSON for transmission, e.g., {"t": 24.5, "h": 60.2}
this becomes 21 bytes. For the transmission interval, we use
a consumer weather-station setting of one update every 5
minutes [30], corresponding to a data rate of 0.56 bps.

2) Heavy: This models bird-movement tracking. While
[31] specifies GPS sampling every 3 seconds (high-frequency
case), the payload fields can be inferred (e.g., id, timestamp,
latitude, longitude, altitude, speed, battery, satellite number).
A plausible JSON-formatted payload, such as {"id":
53100, "timestamp":"2025-08-07T12:30:45Z",
"latit": 43.47126774300904, "longit":
11.28529038302559, "altit": 578, "speed":
3.2, "batt": 5, "satnumb": 3}, is 160 bytes. At
one transmission every 3 seconds, this corresponds to an
expected data rate of 0.4267 kbps.

C. Data Collection

1) Data Acquisition and Logging: Measurements were
collected on a laptop via the Arduino Pro Micro over USB
serial. The Arduino formatted the serial stream as CSV, which

TABLE II
BENCHMARK SUMMARY.

Benchmark Payload Frequency Datarate
Light 21 bytes 5 mins 0.56 bps
Heavy 160 bytes 3 seconds 0.43 kbps

was stored on the laptop upon reception. The collected data
and complete replication package are available at [32]. The
Arduino logged INA226 measurements acquired over I2C,
together with the run identifier and the active benchmark,
which were provided by the ESP32 via GPIO. More details
follow in Section V.

2) Sampling Rate: The INA226 was configured in continu-
ous mode to sustain the target update rate. Readouts are block-
averaged over non-overlapping windows: each register read
returns the average of the most recent N samples, where the
per-sample interval is determined by the configured conversion
times (bus and shunt). For instance, with conversion times set
to 1.1 ms for both bus and shunt and an averaging setting of
16, the effective averaging window is (1.1+1.1)× 16 = 35.2
ms, i.e., 16 samples spaced by 2.2 ms.

To select appropriate settings, we ran the heavy HTTP
benchmark and evaluated multiple configurations. Motivated
by the 10 ms sampling rate used in [9], we compared 18 ms
and 8 ms averaging windows and observed similar medians
estimates. We therefore selected the 8 ms configuration (1.1
ms conversions and an averaging setting of 4), which remains
within the 10 ms target while reducing noise through longer
conversion times [28]. The configuration options follow [28]
and were implemented using [33].

D. Statistical Analysis

Data analysis combined descriptive visualization, statistical
testing, and practical significance assessment. We used box
plots to summarize the energy-consumption distributions per
protocol and benchmark, highlighting the median, interquartile
range (IQR), and overall spread.

For the statistical inference, the box plots suggested non-
normal distributions; therefore, we used non-parametric tests.
We first applied a Kruskal–Wallis test to evaluate whether
protocols differed within each benchmark. When the test was
significant, we performed pairwise Mann–Whitney U tests as
post hoc analyses, applying a Bonferroni correction to mitigate
the risk of familywise error rate (FWER).

To assess practical significance, we evaluated whether pair-
wise differences between protocols were meaningful relative
to measurement variability. Specifically, we compared the
absolute difference between protocol medians (chosen for
robustness to outliers) against a noise threshold derived from
the 12 repeated runs, shown in Fig. 4. The threshold was
computed by scaling the median absolute deviation (MAD) of
the 12 runs to its standard-deviation-equivalent value (MAD
× 1.4826) [34]. Differences not exceeding this threshold were
treated as not practically significant.



V. IMPLEMENTATION

A. Experimental Setup

Based on the protocol selection in Section II, we evaluated
MQTT, HTTP, CoAP, and WebSocket. MQTT was tested
at all three QoS levels, treated as distinct variants, yielding
six protocol configurations in total. Each configuration was
evaluated under two network-traffic intensity levels (light
and heavy). With five replicas per condition the experiment
comprised 60 runs in total. The design supports analysis of
main effects across benchmarks and of protocol–benchmark
interactions for the light and heavy levels.

To assess potential ordering effects in repeated runs of the
same protocol, we executed the heavy HTTP benchmark for 12
consecutive runs while recording energy consumption, using a
shortened run duration of 3 minutes. We plotted energy versus
run order and applied a Spearman correlation test to evaluate
monotonic trends. With no cooldown interval, a significant
ordering effect was observed. Increasing the cooldown to 1
minute eliminated the correlation. The 1-minute cooldown
remained effective at the full run duration (6 minutes), as
shown in Fig. 4, where no significant correlation was found
(Spearman’s ρ = −0.2098, p = 0.5128).

Fig. 4. Energy used (J) over consecutive runs of heavy HTTP benchmark,
with 60 seconds cooldown between runs, and runs of 6 minutes

B. Execution Workflow

Boards were mounted on a perforated prototyping board and
socketed to allow replacement; signal and power wiring was
kept as short as possible, and cable cross-sections were kept
consistent where cables were used. All tests were conducted
through a consumer-grade wireless router configured with
DHCP reservations (outside the DHCP pool) to assign fixed
IP addresses to the boards and, when applicable, the broker.
Measurements followed a fixed startup/shutdown procedure.
First, the laptop logging script was started. Next the Arduino
was powered via USB, the broker (if applicable) was started,
and then the receiver/subscriber was brought up. Finally, the
ESP32 sender was powered through the USB-C PD trigger.
Data acquisition was stopped by interrupting the logger, which
finalized and stored the measurements as CSV files; the boards
and broker (if used) were then powered down. Post-processing
was performed via a sequential Python pipeline driven by a

single orchestration script and a JSON configuration. Measure-
ment intervals for INA226 were gated using monitored ESP32
GPIO status change as a lock/unlock signal.

VI. RESULTS & DISCUSSION

In this section we present and discuss the results of evaluat-
ing the testbed under the two benchmarks. In Fig. 5 we report
the results for the light benchmark. All protocols exhibit very
similar energy consumption, with values (excluding outliers)
clustering at approximately 111–112J per run. CoAP and
MQTT (QoS0, QoS1, QoS2) form the lower cluster, with
HTTP slightly higher. WebSocket is the only protocol that
appears distinct, with a median roughly 0.5 J above HTTP.

Fig. 5. Energy (J) used by a single run during the light benchmark.

TABLE III
PAIRWISE SIGNIFICANCE OF PROTOCOLS IN LIGHT BENCHMARK

Protocol A Protocol B Statistically
different
(p<0.05)

Practically
different
(∆>0.4333)

CoAP HTTP N Y
CoAP MQTT QoS0 N N
CoAP MQTT QoS1 N N
CoAP MQTT QoS2 N N
CoAP Websocket Y Y
HTTP MQTT QoS0 N N
HTTP MQTT QoS1 N N
HTTP MQTT QoS2 N N
HTTP Websocket Y Y
MQTT QoS0 MQTT QoS1 N N
MQTT QoS0 MQTT QoS2 N N
MQTT QoS0 Websocket Y Y
MQTT QoS1 MQTT QoS2 N N
MQTT QoS1 Websocket Y Y
MQTT QoS2 Websocket Y Y

A Kruskal-Wallis test indicates statistically significant dif-
ferences among protocols (H(5) = 17.975, p = 0.003).
Post-hoc Mann–Whitney U test with Bonferroni correction
identify significant differences only in comparisons involv-
ing Websocket (p = 0.0079). Notably, the CoAP–MQTT
QoS0 comparison is close to significance (p = 0.0556).
Using the MAD-based practical-significance threshold of



0.4333J , the following pairs exceed the threshold and are
thus considered practically significant: CoAP–HTTP (0.481),
CoAP–WebSocket (1.020), HTTP–WebSocket (0.539), MQTT
QoS0–WebSocket (0.829), MQTT QoS1–WebSocket (0.875),
and MQTT QoS2–WebSocket (0.867). Overall, the practical-
significance assessment aligns with the Bonferroni-corrected
post hoc results, except for CoAP–HTTP, which is not sta-
tistically significant under Mann–Whitney but exceeds the
practical threshold (Table III).

In Fig. 6 we present the results for the heavy benchmark.
CoAP exhibits the lowest median energy consumption, fol-
lowed by WebSocket and MQTT QoS0. A gap of roughly
2J separates this lower-energy cluster from MQTT QoS1,
MQTT QoS2, and HTTP, which form a higher-energy cluster.
Compared to the light benchmark Fig. 5, the distributions are
less tightly clustered, indicating stronger protocol-dependent
differences at this load level.

Fig. 6. Energy (J) used by a single run during the heavy benchmark.

TABLE IV
PAIRWISE SIGNIFICANCE OF PROTOCOLS IN HEAVY BENCHMARK

Protocol A Protocol B Statistically
different
(p<0.05)

Practically
different
(∆>0.4333)

CoAP HTTP Y Y
CoAP MQTT QoS0 Y Y
CoAP MQTT QoS1 Y Y
CoAP MQTT QoS2 Y Y
CoAP Websocket Y Y
HTTP MQTT QoS0 Y Y
HTTP MQTT QoS1 Y Y
HTTP MQTT QoS2 Y Y
HTTP Websocket Y Y
MQTT QoS0 MQTT QoS1 Y Y
MQTT QoS0 MQTT QoS2 Y Y
MQTT QoS0 Websocket Y Y
MQTT QoS1 MQTT QoS2 Y N
MQTT QoS1 Websocket Y Y
MQTT QoS2 Websocket Y Y

A Kruskal-Wallis test confirms statistically significant dif-
ferences among protocols (H(5) = 28.2258, p ≈ 0.00).
Post-hoc Mann–Whitney U tests with Bonferroni correction

indicate significant differences across all pairwise compar-
isons. Using the MAD-based practical-significance threshold
of 0.4333 J , all pairwise differences are practically significant
except MQTT QoS1 versus MQTT QoS2 (∆ = 0.243J).
Overall, the practical-significance assessment corroborates the
post hoc statistical results, with the caveat that the QoS1–QoS2
difference, while statistically significant, is not practically
significant under our noise-based criterion (Table IV).

The results indicate that protocol choice matters primar-
ily once communication becomes frequent enough for per-
message overheads to dominate. In the light benchmark,
WebSocket is consistently more energy-hungry than the other
protocols, while the remaining protocols are effectively in-
distinguishable within measurement variability; therefore, no
meaningful energy-based ranking can be established among
CoAP, HTTP, and MQTT variants at this load level. This
suggests that, for low-rate sensing workloads, idle costs and
platform effects largely mask protocol differences.

In the heavy benchmark, protocol effects become clear
and a practical ranking emerges: CoAP is the most energy-
efficient, followed by WebSocket and MQTT QoS0, with
MQTT QoS1/2 and HTTP consuming more energy. This
ordering is broadly consistent with the literature for the over-
lapping protocols (Section III), where CoAP typically outper-
forms MQTT and HTTP in energy terms, and higher MQTT
QoS levels incur additional overhead. In our measurements,
the QoS1–QoS2 difference is statistically detectable but not
practically meaningful, so neither can be confidently preferred.

WebSocket’s behavior highlights the interaction between
workload characteristics and protocol mechanics. Prior work
notes that once the initial handshake is complete, WebSocket
avoids repeating HTTP headers, reducing per-message over-
head [16]. This likely contributes to its strong performance
at the higher transmission frequency of the heavy bench-
mark, whereas in the light benchmark the long idle inter-
vals make fixed and idle energy costs more salient, and the
handshake/connection maintenance overhead can dispropor-
tionately affect total energy per run.

VII. CONCLUSION

This paper assessed the energy cost of application-layer
protocols for representative IoT uplink scenarios. We built a
measurement-driven testbed with an ESP32 sender, an INA226
for power sensing, and an Arduino Pro Micro for logging, and
evaluated four protocols across two increasingly demanding,
scenario-inspired benchmarks. Overall, protocol choice can
influence energy consumption, but the effect is workload de-
pendent. In the light benchmark, CoAP, HTTP, and MQTT are
broadly comparable, while WebSocket is consistently higher.
In the heavy benchmark, CoAP is the most energy-efficient,
followed by WebSocket and MQTT QoS0, then MQTT QoS1
and QoS2, with HTTP being the least efficient. These shifts
show that protocol energy does not scale uniformly with
workload; WebSocket is a clear example, performing poorly at
low rates yet competitively at higher rates. Across conditions,
CoAP and MQTT QoS0 remain among the best-performing



options. This work additionally contributes two motivated
benchmarks that can serve as reusable reference workloads for
future evaluations. The results also suggest that the INA226
offers a practical, low-cost approach for non-simulated energy
measurement without specialized lab equipment.

Future work includes extending the analysis to downlink
traffic, adding additional benchmarks for finer-grained work-
load coverage, evaluating implementations without the Ar-
duino core layer, and repeating the study across RTOSes (e.g.,
ESP-IDF FreeRTOS vs. Zephyr).
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